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Workspace 365 | Data Processing Agreement 

 

Version February 2014 

 

As per article 5A of the Workspace 365 EULA we agreed with you that we shall provide you with a 

standard data processing agreement which shall govern how we process personal data on your behalf. 

Below you shall find this agreement. It is entered into by New Day at Work B.V. Berencamperweg 6D, 

3861 MC Nijkerk (“we”, “us” or “our” and the legal entity or business which is identified below (“you”). 

You can accept it by (i) downloading a signed .pdf copy from http://www.newdayatwork.com (our 

“website”) and (ii) returning a fully signed electronic copy by e-mail to us. 

 

1. Definitions 
A. An “Applicable Law” means any legislation applicable to the processing, protection, 

confidentiality or the privacy of Personal Data. “Data Processing” means any operation upon the 

personal data, including without limitation accessing, collecting, storing, using, organizing, 

combining, altering, transferring, disclosing or deleting the personal data, carried out in the 

course of our provision of Workspace 365 to you. “Disclosure” means any form of disclosure of 

the Data or any copies thereof to a third party, including, but not limited to, the transfer of data 

to a third party and the (remote) access to the data by a third party (hereinafter also referred to 

“Disclose”). “Party” means  you or we. “Parties” means you and we together. “Personal Data” 

means information in any form relating to an individual which is processed in the course of our 

provision of Workspace 365 to you. “Third Party” means any party other than the parties to this 

agreement.“Transfer” of Personal Data means forwarding, copying and providing remote access 

to Personal Data (hereinafter also referred to as a verb “Transfers”). “User” means the individual 

Workspace 365 user whose personal data is processed in connection with his use of Workspace 

365.   

 

2. Scope 
A. Our provision of Workspace 365 to you may involve that we process personal data relating to 

your users. You agree that we only process personal data: (i) that is created and stored by you as 

part of your use of a Workspace 365 App (like a time sheet) or (ii) subscription information that 

is displayed in your Workspace 365 dashboard. Our obligations as a data processor to you are 

limited to the personal data we have described in this article 2A. 

B. Any personal data that is included in documents which your users create in Workspace 365 shall 

be stored by Microsoft and shall be subject to the applicable Microsoft privacy policy. You agree 

that we do not act as data controller nor data processor with respect to this personal data and 

that Microsoft shall be solely liable for any damages incurred by you as a result of the 

processing of such data. 

 

http://www.newdayatwork.com/
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3. Our obligations as a Data Processor 
A. As a data processor we: 

1. shall conduct the data processing in accordance with the applicable law, this agreement 

and all further reasonable commercial instructions you provide to us with regard to the 

data processing; 

2. shall perform the data processing appropriately and accurately and only insofar as 

needed to provide you with Workspace 365; and shall not process personal data for 

purposes not authorized by you; 

3. shall ensure that only our personnel (including the personnel of our Dutch hosting 

party) to the extent required to provide you with Workspace 365 and enabling us to 

meet our obligations pursuant to this agreement shall have access to Personal Data and 

shall require such personnel to protect and maintain the confidentiality and the security 

of personal data; 

4. shall implement the technical and organisational security measures, as specified in 

Appendix 1, to protect personal data against unauthorised or unlawful processing, 

accidental or unlawful destruction or accidental loss, alteration, damage, unauthorised 

disclosure or unauthorised access by any person; 

5. shall not disclose personal data to any third party without your prior written approval 

except if this is our hosting party or if our disclosure is obligated by applicable 

mandatory law, for example after having been issued with a warrant from a competent 

law enforcement agency;   

6. shall cooperate with you to address and resolve any complaints, requests or inquiries 

from users, as well as to address any investigations, inspections or audits by any public 

authority into your practices with respect to data processing; 

B. We shall maintain in place procedures to enable compliance with requests for information by 

users. All such requests shall be answered within four (4) weeks or as may be required by local 

law after receipt of the request. 

C. If you require so and provided you notify us well in advance we shall cooperate with you to 

perform any risk assessments or audits with regard to the data processing, and shall in 

particular: 

 provide you with access to any information which may be reasonably necessary to 

review our hosting facilities, procedures and documentation relating to the data 

processing; and 

 enable you to have a registered EDP audit us in accordance with article 7 below. 

D. If our hosting party notifies us of a suspected security incident involving personal data we shall 

inform you immediately after having received this information by sending you an e-mail. This e-

mail shall include the information that we have received from our hosting provider.   

E. We shall not keep personal data any longer than necessary for the purpose of providing you 

with Workspace 365. Subject to our legal and regulatory obligations with regard to personal 

data we shall ensure that we and our hosting provider, when your subscription for Workspace 

365 ends, shall return all personal data to you by providing you with a copy of the SQL Server 

table with your Workspace 365 App data. When we have done so we shall be responsible for 
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destroying all personal data related to your users that it in our possession or in 

the possession of our hosting provider. 

F. Subject to the provisions of this article, you hereby authorize and, where relevant, hereby 

instruct us to: 

 to disclose personal data to our current hosting provider; and 

 to disclose personal data to a third party in order to comply with a legal obligation to 

which you, we or the user are subject, provided such disclosure is directly related to the 

services provided under this agreement. 

 

4. Your obligations as a Data Controller 
A. As a data controller you: 

1. shall provide us with specific written instructions with regard to the security and 

confidentiality of personal data in accordance with applicable data protection 

legislation; 

2. shall inform us of any legitimate inspection or audit of the data processing by any 

competent authority which relates to our data processing; and 

3. shall inform  us as soon as reasonably possible of any access request, request for 

correction or blocking of personal data or any objection related to our data processing.

  

5. Liability 
A. Parties to indemnify and hold each other, their representatives and employees harmless against 

any direct and substantiated losses, agreed fees, penalties, fines, direct claims, direct damages, 

direct, reasonable and substantiated costs and direct, reasonable out-of-pocket  expenses 

(including external legal fees), and other direct and substantiated liabilities they have actually 

suffered as a result of the other party’s material breach of any representations and warranties 

contained in this agreement, any data protection obligations or laws in any jurisdiction. 

B. Our liability is limited to the maximum amount offered pursuant to the EULA that applies to 

your subscription. 

C.  

 

6. Terms and Termination 
A. This agreement shall be effective for the duration of your subscription for Workspace 365 unless 

terminated by either party in accordance with the terms and conditions of this agreement. 

B. Upon termination or receipt of notice terminating this agreement, we shall as soon as 

reasonably possible act in accordance with article 3E above. 

C. If a party has not remedied any material breach of this agreement notified to it by the other 

party within ten (10) days after receipt of such notice, the other party is entitled to terminate 

this agreement by notice to the failing party without prejudice to any other rights accruing 

under this agreement or in law. 
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D. This agreement may be terminated by the other party in the event that either 

party:  

1. shall or can reasonably be expected to cease business in the ordinary course; 

2. becomes insolvent; 

3. makes a general assignment for the benefit of its creditors; 

4. suffers or permits the appointment of a receiver or a manager for its business assets; or 

5. avails itself or becomes subject to any proceeding under bankruptcy laws or any other 

statutes or laws relating to insolvency or protection of the rights of creditors. 

 

7. Audit 
A. For the duration of this agreement and with a maximum frequency of once per calendar year 

you shall be entitled to have a registered EDP auditor verify our compliance with the terms of 

this agreement and with any legislative, judicial and regulatory provision to which you and your 

organisation are subject to (“audit”). To enable an audit we shall allow this EDP auditor access 

to: (i) our hosting facilities, (ii) our personnel and (iii) our written policies, procedures, processes 

and controls. 

B. Our obligation to cooperate with your audit is limited to applying our commercially reasonable 

effort and is subject to compliance by you your EDP auditor with the access policies of our 

hosting provider. 

C. You shall give at least 14 days notice of an audit. 

D. Any audit shall not disrupt unreasonably disrupt our business operations. 

E. Promptly after the issuance of any audit report or findings, you and we shall meet to review 

such audit report and findings. We shall consequently at our own expense, undertake 

reasonable all commercial reasonable remedial action to address and resolve any material 

deficiencies arising out of any audit. 

F. You shall be responsible for the cost of the audit. If and to the extent the audit report identifies 

any material deficiencies we shall only be required to meet our obligations pursuant to article 

7E. We shall not be required to pay you any related damages, including but not limited to the 

audit costs. 

 

 

8. Governing Law 
A. This agreement is governed by and construed in accordance with the laws of the Netherlands. 

B. Any disputes arising out of, or in connection with this agreement shall be settled by the 

competent courts in the legal district of Midden-Nederland. 
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9. Miscellaneous 
A. Force Majeure 

In the event of a Force Majeure situation (as defined hereinafter) the party being delayed shall 

inform the other party as soon as possible but in any event within three (3) days after the 

commencement of such Force Majeure situation specifying the nature of the Force Majeure 

situation as well as the estimated duration thereof. In the event the Force Majeure situation 

continues for a period of more than thirty (30) days, then either party is entitled to terminate 

this agreement together with the EULA for the subscription for Workspace 365 by simple notice 

in writing and without either party being liable for damages towards the other party. If the 

affected party does not wish to terminate this agreement in accordance with the above, the 

respective parties’ rights and obligations shall be suspended and a new time schedule shall be 

agreed upon between the parties. 

 

“Force Majeure” shall be understood to mean and include damage or delay caused by 

unavailability of telecommunications connections and underlying infrastructure, acts or 

regulations or decrees of any government (de facto or de jure) natural phenomena such as 

earthquakes and floods, fires, riots, wars, freight embargoes, lockouts or other causes whether 

similar or dissimilar to those enumerated above unforeseeable and beyond the reasonable 

control of the pertaining parties and which prevent the total or partial carrying out of any 

obligation pursuant to this Agreement. 

B. Listing of Annexes 

Annex 1 shall be deemed to form, be read and construed as an integral part of this agreement. 

If any conflict appears between the terms and conditions of the body of this agreement and any 

of the above documents, the terms and conditions contained in the body of this agreement 

shall prevail.  

 

As signed in duplicate on the dates identified below: 
 

Data Processor      Data Controller:  
By: New Day at Work     By: 

Name: Erik Nicolai     Name: 

Position: CEO      Position: 

Date: 3rd of February 2014    Date:  
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Appendix 1  Technical and Organizational Measures 
Pursuant to article 3.A.4. of this agreement, we shall: 

1. adopt and implement policies and standards related to information security; 

2. assign responsibility for information security management; 

3. devote adequate personnel resources to information security; 

4. perform background checks on permanent staff that shall have access to personal data (where 

practicable and lawful in each relevant jurisdiction); 

5. require our employees, vendors and others to abide by our information security standards and 

other privacy policies (as such may be revised from time to time), which standards and policies may 

include confidentiality provisions; 

6. conduct training to make employees aware of information security risks and to enhance compliance 

with our policies and standards relating to data protection; 

7. have procedures in place in an attempt to prevent unauthorized access to personal data through 

the use, as appropriate, of physical and logical (password) entry controls, secure areas for 

processing and built in system audit trails; 

8. protect personal maintained in online systems through the use, as appropriate, of secure 

passwords, network intrusion detection technology, encryption and authentication technology, 

secure log on procedures, and virus protection; 

9. ensure compliance with our policies and standards related to data protection on an ongoing basis. 
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